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Initial IT Assessment Checklist – Small Office 
By: Mike Smith – https://miketechshow.com, 12/27/25 

___________________________________________________________________ 

Client: ________________ Site: _________________________ Date: __________ 
 

Assessor: _______________________ Contact: ____________________________ 

 

1. Business & Documentation 

Business context 
[ ] Number of employees / endpoints counted: ______ 
[ ] Critical line-of-business apps identified 
[ ] Remote workers or satellite offices documented 
[ ] Compliance requirements noted (HIPAA / PCI / other): __________ 

Existing documentation 
[ ] Network diagram provided 
[ ] ISP details & account info collected 
[ ] Domain registrar & DNS info collected 
[ ] Hardware & software inventory (if any) collected 
[ ] Existing policies (password, acceptable use, BYOD, incident/DR) obtained 

Vendors & support 
[ ] ISP(s) and account numbers noted 
[ ] Line-of-business app vendors noted 
[ ] Phone/VoIP vendor details noted 
[ ] Copier/MFP service vendor noted 
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2. Physical & Network Core 

Physical environment 
[ ] Dedicated/secured network or server room 
[ ] Racks/cabinets labeled and tidy 
[ ] Adequate power (circuits, strips) 
[ ] UPS installed, and age/battery status checked 
[ ] Temperature and dust conditions acceptable 

Internet & WAN 
[ ] ISP circuit type and bandwidth recorded 
[ ] Modem/ONT make, model, and location recorded 
[ ] Static public IPs documented (if any) 
[ ] Secondary/backup WAN link present and documented 

Network hardware 
[ ] Main firewall/router identified (make/model) 
[ ] All switches identified (managed/unmanaged) 
[ ] All wireless access points identified 
[ ] Firmware/EoL risk noted for firewall/switches/APs 

IP & topology 
[ ] LAN IP scheme documented (subnets, VLANs) 
[ ] DHCP server(s) identified, and scope checked 
[ ] DNS servers configured and documented 
[ ] Site-to-site VPNs documented (endpoints, purpose) 

Wi-Fi 
[ ] Corporate SSID documented (security mode, VLAN) 
[ ] Guest SSID documented (segmented from LAN) 
[ ] Wi-Fi coverage issues noted (dead spots, congestion) 

 

3. Servers, Workstations & Devices 

Servers (physical or virtual) 
For each server: Name / Role / OS / Location 
[ ] AD/domain controller(s) documented 
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[ ] File/print server documented 
[ ] Line-of-business server(s) documented 
[ ] Virtualization platform (Hyper-V/VMware/other) noted 
[ ] Patch status checked (Windows Update or equivalent) 
[ ] AV/EDR installed and updating 
[ ] Local/remote access methods documented 

Directory & identity 
[ ] AD domain name(s) documented 
[ ] Azure AD / Entra ID tenant documented 
[ ] Password policy reviewed (length, complexity, expiry) 
[ ] MFA in use (where and for whom) 

Workstations & laptops 
[ ] Total number of workstations: ______ 
[ ] OS versions noted (Win10/11, macOS, etc.) 
[ ] Domain-joined vs local accounts noted 
[ ] Disk encryption status (BitLocker/FileVault) checked 
[ ] Local admin access policy reviewed 
[ ] AV/EDR present and consistent 

Other devices 
[ ] Network printers/MFPs inventoried 
[ ] VoIP phones system documented (PBX/cloud) 
[ ] Cameras/NVR or IoT devices identified and segmented 
[ ] Personal/BYOD devices present on LAN noted 

 

4. Security & Backup 

Perimeter & remote access 
[ ] Firewall rules reviewed for “any/any” or risky rules 
[ ] Port-forwarding / exposed services documented (e.g., RDP, HTTP) 
[ ] VPN solution documented (users, policies, MFA) 
[ ] Geo-blocking or IPS/IDS features noted (on/off) 

Endpoint security 
[ ] AV/EDR standardized across all devices 
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[ ] Web/content filtering in place (Y/N) 
[ ] USB/removable media controls (policy and tooling) 
[ ] Local firewall enabled on endpoints 

Email & cloud security 
[ ] Email platform documented (M365/Google/other) 
[ ] SPF record check 
[ ] DKIM enabled (Y/N) 
[ ] DMARC policy (none/monitor/enforce) 
[ ] Anti-phishing/anti-spam solution noted 

Backup & recovery 
[ ] Server backup solution documented (software/service) 
[ ] Workstation backup (if any) documented 
[ ] M365/Google backup solution present (Y/N) 
[ ] Backup schedule and retention recorded 
[ ] Off-site/immutable copies confirmed (Y/N) 
[ ] Last successful backup date: __________ 
[ ] Test restore performed in last 12 months (Y/N) 

 

5. Applications, Licensing & Processes 

Applications 
[ ] List of key business applications compiled 
[ ] License ownership and renewal dates noted 
[ ] SaaS apps inventoried (CRM, ERP, ticketing, etc.) 

Licensing & compliance 
[ ] OS and Office licensing reviewed 
[ ] AV/EDR and backup licenses reviewed 
[ ] Major third-party software licensing checked 
[ ] Noted any suspected non-compliant use 

IT processes & support 
[ ] Helpdesk/ticketing process (internal or external) documented 
[ ] Onboarding/offboarding process reviewed 
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[ ] Change management process (formal/informal) noted 
[ ] User training (security, phishing) currently provided (Y/N) 

 

6. Findings & Next Steps 

Critical issues (0–7 days) 
[ ] Exposed RDP/unsafe firewall rules 
[ ] No or failing backups 
[ ] Unsupported OS in production 
[ ] Single points of failure (e.g., one aging firewall/server) 

Short-term improvements (30 days) 
[ ] Standardize AV/EDR and patching 
[ ] Improve password/MFA policies 
[ ] Implement basic documentation (inventory, diagrams) 

Medium-term improvements (90 days) 
[ ] Network cleanup (VLANs, Wi-Fi segmentation) 
[ ] Hardware refresh planning 
[ ] Security awareness training program 

Notes / diagrams: 
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